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Norse Dark Intelligence
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¥ e

* M Nmapl £ He AR X Pl 8§ gl IR F A 0 W IR
135 ~ 445 ~ 3389 ~ 49164 Z i 38 5 B AR g o

Discovered open port|3389/tcp ¢n 148. .43
Dizcovered open port|135/tcp og 146. .43
Discovered open port|445/tcp o 140. W™ TH.43
Discovered open port|49154/tcplon 148. .43
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/., »
X i+ /B
#ECurrportsT £ # I — B¢ s
mssecsvc.exe * I A 4 X £ ¥ g m44hiE EB T 5 o

PRy oh i (T AR oo

| Process Name | Frocesz ID | Frotocol | Local Port | Local Address | Eemote Port | | Eemote Addiess | Sate | Frocess Path
Ewchnst.exe )i TP 49153 :: :: Listening AV ind owestS st 3 Devchost exe
Ewchnst.e:{e a1z TCP 49154 :: :: Listening AV ind ovestS st 3 evchost exe
S stemn 4 TCP 47001 noonao noon Listening Srzten
[ 3stem 4 TCP 47001 3 i Listening Srster
306 TCP 40152 nonoan noon Listening AT i e B ratern 320w indnit. e
06 TCP 49152 :: :: Listening AV ind ovestS wratern 32w indnit e
Q5a L3 S7asl noona C AW ind ovesEwrstern 3 hevchost exe
1104 TCP 51286 140 43 | 445 0314910715 sn- et CAWTHDOW S ey exe
1104 TCP 51287 140 43 | 445 4314919376 Sn-Bet CAWINDOW S imsseesve exe
1104 TCF 51288 140 43 | 445 Al 7o.48.20 Bann-Sent CAWINDO WS imssecave exe
1104 TCP 51290 140 A3 | 445 03146335 san- et CAWINDOW S imesecsve exe
1104 TCE 51293 140 A3 | 445 214254 21256 san- et CAWINDOW S imesecsve exe
1104 TCP 51302 140 43 | 445 184.14 167 141 S-Bet CAWINDOW S imsseesve exe
1104 TCF 51304 140 43 | 445 04 89 108 205 sann-Sent CAWINDO WS imssecave exe
1104 TCF 51305 140 A3 | 445 a0210.138.175 - et CAWINDOW S imssecsve exe
1104 TCP 51208 140 A3 | 445 10413219036 san- et CAWINDOW S imssecsve exe
1104 TCP 51313 140 43 | 445 40239116238 Sn-Bet CAWINDOW S imsseesve exe
1104 TCF 51318 140 A3 | 445 100254 120227 Bwm-dent CAWINDO WS imssecave exe
1104 TCF 51325 140 43 | 445 8165174129 sann-Sent CAWINDO WS imssecave exe
1104 TCE 51337 140 A3 | 445 1.199 242 100 san- et CAWINDOW S imesecsve exe
1104 TCP 51330 140 43 | 445 1132208185162  Swa-Sent CAWINDOW S imsseesve exe
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EANES RS

,4. . » . _\ . A sy
o i%:ifiprocexp¥ procmonl £ AL F B AR KA 0 FIR
A2 7 mssecsvce. exeyy {7 pF ¢ Frde ¥ — i A7 50
tasksche. exe °
=] ¢ mssecsvc.exe (4516) Microsoft® Disk Defragmenter C:\Windows\mssecsvc.exe
-+ tasksche.exe (8056) C:\WINDOWS\tasksche .exe
= : mssecsvc.exe (8108) Microsoft® Disk Defragmenter C:\Windows\mssecsvc.exe
-+ tasksche.exe (13232) C:\WINDOWS\tasksche.exe
= * mssecsvc.exe (8176) Microsoft® Disk Defragmenter C:\Windows\mssecsvc.exe
- tasksche.exe (13276) C:\WINDOWS\tasksche .exe

4
25

| |
'\-'r
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EANES SR

7 23 mssecsvc. exe# tasksche. exe %
:.BE‘?élOﬂﬁBQ

17p 11:07

AR A HEE PR

—H |ET | Tt | SR | DaTees |

x|

B TERCEC BXE

EFEBA  ERIEA (o)

beani: Microsoft® Disk Defragmenter
fUs: CAWindows
ot b 355 MEB (2,723,264 {\TTCEED

BiBEAo  2.55 ME (3,722,264 fTCEE)

#iTHER  20LPESHITH, FF 110744
fEoy HER:  2017TESHLTH, £ 110744
FEAER:  201TESHITA, £ 110744

[HW tazksche exe - NS

| Bt | et | smEs | e |

B P —

EELRR:  MERTEF (exe)

fga: taskache exe
e CM ind ooes
Fin: 3.35 MB (3,514,363 ST

HifEA 335 ME (3,514,368 foEE)

U AS: [ 2017FE5H17H, FF 110748
B EEl:  2007FESH178, B 110754
FEHEE:  017ESHLTA, L 110754

|




* F FHRARk &F IR
* I J MMSECSVC. exe= ¥ 34 {7
* tasksche. exefx* 4 pr > % 2 XML3F 2 45 3% -

s
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794 A pplication
®5451 System
(E)6450 Sstem
o 7514 Security
& 7513 Security

Information
Information
Avdit Buccess
Budit Buccess

=

2017517 _EF 110748
2017517 B 11.07:47
2017517 EF 110747
2017517 B 110746
2017517 B 110746

Record Nu... | Log Type | Event Type | Toime | Source Al

(3)6453 System Information 2017517 4 11:07:49 Service Control Manager

3 System Information 2017517 £ 11.07:48 Sexvice Control Manager

Q 1794 Application Exror 20175517 B4 11:07:48 SideBySide -

(36451 System Information 201755017 £ 11.07:47 Service Control Manager

(3)6450 System Information 20175517 4 11:07:47 Service Control Manager

;J 7514 Security Avdit Success 201765017 £ 11.07:46 Microsoft- Wimdows-Security- Avditing

&f 7513 Secuxity Avdit Success 20175517 4 11.07:46 Microsoft- Windows-Security-Auditing ‘_Iﬂ

«| | |
A |

Event Data:

0000 6D 00 73 00 73 00 65 00 63 00 73 00 76 00 63 00 m.s.s.e.c.s.v.cC.

0010 32 00 2E 00 30 00 2F 00 34 00 00 00 25085

Fecord Mu... | Log Twpe | Ewvent Twpe | Time % | Bonre -

®ﬁ453 Satem Information 2017547 £ 11.07:49 service Control Manager

®ﬁ452 Sstemn Information 20175417 B 11:07:48 Bervice Comtrol Manager

f‘:‘-iﬂ.EEjﬂ wle
Service Control Mansger
service Control Manager
Microzoft- Wind ows-Securite- Avd iting
Microsoft- Wind ows-Securite- Anditing

= 0 fTT8HEER -

"C: \WINDOWS\ tasksche.exe” §Y

FIFFEHRY xm1 §50% -

RN EE R - EAMES

;IZEfE "C:\WINDOWS\tasksche.exe" HY 4|
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Evidences:

— X P A3 A E AN mssecsve. exe¥?
tasksche. exe

— X & 445 B R R T G
Jadrx Pl B+ m—,},g\; %LWannaCry},%qa- :

iﬁf’-’—’g tﬁﬂ'\?’ l;‘ \zx'}?i"‘i!‘ ;}‘:Lq,
— tasksche. exefi 715 € A 2 = Bih %
(@WanaDecryptor@. exe ~ Taskdk. exe¥? Taskdl. exe)

‘a? .‘IIE 1= jﬁ'zﬁ E'J °
— ¥ v & tasksche. exe# 2 AKX = # FExp B o
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o HEALETE N B IR
* mssecsvc. exe $FDNS#H i & LR 475K
— R LR
www. 1ugerfsodp9i1f japosdf jhgosuri jfaewrwergw
ea. com
— K111 switch domain registered accidentally

Tine Source Destination Profocol  Lenglh  afo
40 34,304588 140, 43 149, .1 DNS 109 Standard query Ox8bee Alwww.iugerfsodpdifjaposdfihgosurijfaewrwergwea.com
4134.304593 140. A3 149. .1 DNS 109 Standard query @x8bee A Www.1ugertsodpIit]aposdrjNgosuri]Taenrwergnea.com

4234.316426 140. kil 140. .43 DNS 549 Standard query response @x8bee A www.iugerfsodp9ifjaposdfihgosurijfaewrwerguea



http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/
http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/
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e .
i ANER A
WALITE N % B2 ip v 1 ZmSSecsve. exeqw W

* mMSSecsvce. exe € & &
www. iugerfsodp9if japosdf jhgosuri jfaewrwergwea. com & hk {@ ¥

RECE
o FamEaMm PlEFEFSsFRNFL o D
= Kil1-Switch

‘nn\
Ny
2N
%
v

sub esp, 58h

push esi

push edi

mouw ec¥, BEh

mouy esi, offset aHttpWww iuqerf qerfsodp?ifjaposdf jhgosuri™. ..

lea edi, [esp+58Bh+szlrl] : : _— -

wOr eax, eax aHttpwwyfluqerF db ‘http://vww_iuqerfsodp?ifjaposdfjhgo’
rep movsd db ‘surljfaewrwergwea.com’,B

iy
S
£
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=R B3
T B LDNSw BB iEdTp R
LSEREDO S P[Py
— % - £ 2 5104.17.37.137

Frame 42: 549 bytes on wire (4392 bits), 549 bytes captured (4392 blts)
Ethernet II, Src: K (80: :81), Dst:
Internet Protocol Version 4, Src: 140. .1, Dst: 1490. .43
User Datagram Protocol, Src Port: 53, Dst Port: 51343
v Domain Name System (response)
[Request In: 41]
[Time: ©.011833000 seconds]
Transaction ID: ©x8bee
Flags: ©x8180 Standard query response, No error
Questions: 1
Answer RRs: 5
Authority RRs: 13
Additional RRs: 7
~ Queries
v www, dugerfsodp9ifjaposdfihsosuriifaewrwerswea, com: tvpe A, class IN
Name: www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
[Name Length: 49]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x0001)
v Answers

(e0:

www . iugerfsodpSifjaposdfjhgosurijfaewrwergwea.com: type A, class IN,

addr 104.17.37.137

T TUg e TS 6ap S IT Tapo S aT IR g O SUr T T eWrWeErgWea  CoMT Type A, CT555 TN,

www . iugerfsodpSifjaposdfjhgosurijfaewrwergwea.com: type A, class IN,
www . iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com: type A, class IN,

adar 194.17.39.137
addr 104.17.38.137
addr 104.17.40.137

:1f)
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¥ e

35140, x. X, 4338 f'JKill—SWitCh‘f‘J%hiéﬁ

345104, 17.37. 1372 3¢ kA% 4
— 38 A = 7

Time

43 35.553014 14e.]1lT T1.43 1e4.17.37.137 |TCP 66 49156 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

44 35.553021 14e. .43 .17.37.137 |TCP 66 [TCP Out-Of-Order] 49156 » 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460

45 35.57911% 104.17.37.137 140.117.7:.43 [TCP 66 80 » 49156 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=@ MSS=1460 SACK_PE

46 35.579454 140. & §.43 104.17.37.137 |TCP 54 49156 » 8@ [ACK] Seq=1 Ack=1 Win=65536 Len=0

47 35.57945¢ 14e. .43 1e4.17.37.137 TCP 54 [TCP Dup ACK 46#1] 49156 -» 80 [ACK] Seq=1 Ack=1 Win=65536 Len=9

48 3561689
.616901 140. .43 1e4.17.37.137 TCP 154 [TCP Retransmission] 49156 -» 8@ [PSH, ACK] Seq=1 Ack=1 Win=65536 L

50 35.643683 104.17.37.137 140. .43 |TCP 60 80 » 49156 [ACK] Seq=1 Ack=101 Win=29696 Len=0

51 36.283539 104.17.37.137 1480. .43 |TCP 516 [TCP segment of a reassembled PDU]

52 36.28353] 104.17.37.137 140. .43 HTTP 6@ HTTP/1.1 200 OK (text/html)

53 36.283533 104.17.37.137 140. .43 |TCP 60 80 » 49156 [FIN, ACK] Seq=468 Ack=101 Win=29696 Len=0

5436.28397: 140 _13F.FL. 43 104.17.37.137 |TCP 5449156 - 80 [ACK] Seq=101 Ack=469 Win=65024 Len=0

.339254
.33939:
-339394

140.

140.
140.
104.17.37.137 140.

Source

140 11

4
.43

=

Diastination Frotocol

104.17.37.137 [TCP

3 1e4.17.37.137 |TCP 54 49156 - 80 [FIN, ACK] Seq=101 Ack=469 Win=65024 Len=0

1e4.17.37.137 TCP

197, 78.43 1e4.17.37.137 TCP
ar.20.43 1e4.17.37.137 TCP

Length Info

[TCP Dup ACK 54#1] 49156 -» 80 [ACK] Seq=101 Ack=469 Win=65024 Len=

4 [TCP Out-Of-Order] 49156 - 80 [FIN, ACK] Seq=101 Ack=469 Win=65024
54 49156 » 80 [RST, ACK] Seq=102 Ack=469 Win=0 Len=0
54 49156 » 80 [RST, ACK] Seq=102 Ack=469 Win=@ Len=0
60 80 » 49156 [ACK] Seq=469 Ack=102 Win=29696 Len=0
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(104.17.37.137)2 %F #b 1 %05 7
— 443 ~ 80 ~ 8080 ~ 8443 B Kz iy
— 3 e ht 803V i AR

Discovered open port|443/tcp op 184.17.37.137
Discovered open port|88/tcp on| 184.17.37.137

Discovered open port|8888,/tcp pn 184.17.37.137
Discovered open port|8443/tcp pn 184.17.37.137
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RSA Security Analy‘clcs Rpconstructlon for session 1D: 12 ( Source 14

. Payload Size

R GET / HTTP/1.1

: Host: www.ivgerfsodp?ifjaposdf jhgosurijfaewrvergwea.com

Q Tacle-LourInl T no-cache - — - '
u <!> HTML content cannot be displayed (missing <body= tag), displaying as text: [
E E
< sinkhole.tech - where the bots party hard and the researchers harder. ;
T <!-- hé -->» o]
N
/ :
HTTR/1.1 200 0K -

Date: Fri, 02 Jun 2017 00:50:05 GHT
Content-Type: text/html; charset=UTF-2
Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfdunid=de03lcf19adf 10280606038 12200decf2T7 1496304604 ; expires=Sat, 02 R
“Jun-18 00:50:04 GMT; path=/; domain=.iugepfsodpPifjaposdfjheosurijfaswrwerzwea . c E
om; HttpOnly 5
Server: clondflare-nginx P
CF-RAY: 36866a04d064a3397 -HEG 0

M
al 5
sinkhaole.tech - where the bots party hard and the researchers harder. E
<l-- hf --»

0
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URL: http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/
Detection ratio: 2/65 3

Analysis date: 2017-06-16 01:31:59 UTC ( 7 minutes ago ) .f 4 a 7

Analysis @ Additional information ¢ Comments (@} Q) \otes

URL Scanner Result

ZeroCERT Malicious site

Malwarebytes hpHosts Malware site

ADMINUSLabs Clean site

AegisLab WebGuard Clean site \
AlienVault Clean site -

g

Antiy-AVL Clean site
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o T PERIEGE - 4 704 = 445350
— 23218 B Fe

TCP Destination Port (2 items=)
445 (cifs) (697,488)| 443 (https) (22) - 80 (http) (8)

Q Destination Country (232 items)

united states (299,870) - china (62,917) - japan (38,362) - united kingdom (24,711) - germany
(22,644) - korea, republic of (21,310) - brazil (15,686) - france (15,498) - canada (13,659) -
italy (10,293) - netherlands (9,683) - australia (9,462) - russian federation (8§,471) - india
(7,874) - taiwan (6,782) - spain (5,909) - south africa (5,479) - mexico (5,464) - sweden
(4,997) - belgium (4,398) - poland (3,833) - egypt (3,810) - switzerland (3,762) - argentina
(3,549) - indonesia (3,276) - colombia (3,225) - turkey (3,061) - norway (3,002) - vietnam
(2,862) - finland (2,551) - denmark (2,357) - hong kong (2,341) - iran, islamic republic of
(2,323) - ukraine (2,243) - austria (2,062) - ireland (1,979) - chile (1,850) - saudi arabia (1,842)
- morocco (1,736) - thailand (1,680) - romania (1,652) - czech republic (1,604) - israel (1,526)
- singapore (1,408) - new zealand (1,354) - venezuela (1,317) - malaysia (1,297) - portugal

/T 1\
[~ [TACERT|

| |
‘\“r
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 Virustotal # iP] mssecsvc. exe& % : H7/61

SHAZ56: 95ab184ecc89b9ab93c024563650f54fe0ab97 ¢ 37 5d 75 3bf4f33f646c6d13 ‘o

Filz name: MSSECEVE . exXe

Detection ratio:. 57 /61 .I1 6 0

Analysis date: 2017-06-01 073727 UTC { 0 minutes ago )

* tasksche. exet& Bl.% % : HhH/61

SHAZ256: 802d815d1cd9e4193ci586124622bde 16ecb5d7127a1cl0aa%13d1e3edbfbb4a ‘o

@0d0

File name: tasksche.exe

Detection ratio: 55/ 61

Analysis date: 2017-06-01 07:52:38 UTC { 0 minutes ago )
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Time Source Destination Protocol  Length Info

10.000000 140.14" ~w.43 140. 1! Ti.44 TCP 66 49287 -» 445 [SYN] Seq=0 Win=8192 Len=0@ MSS=1460 WS=256 SACK_PERM=1
20.000004 140. .43 ; ! 66 [TCP Out-Of-Order] 49287 - 445 [SYN] Seq=0 Win=8192 Len=0 MSS=1460
[ 30.000095 140.71F © .44 66 445 > 49287 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ MSS=1460 WS=256
4 0.000097 140. 66 [TCP Out-Of-Order] 445 -» 49287 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len;
.000247 5 : : JB 54 49287 - 445 [ACK] Seq=1 Ack=1 Win=65536 Len=0
.000250 140. - : - 54 [TCP Dup ACK 5#1] 49287 -» 445 [ACK] Seqg=1 Ack=1 Win=65536 Len=0
.000907 L u'. : : 191 Negotiate Protocol Request
.000911 : - : : 191 [TCP Retransmission] 49287 - 445 [PSH, ACK] Seg=1 Ack=1 Win=65536 |
.001203 At : ; : 171 Negotiate Protocol Response
.001207 140. : : .43 TCP 171 [TCP Retransmission] 445 -» 49287 [PSH, ACK] Seq=1 Ack=138 Win=6553(
110.026808 140 ' 43 140.°41 1144 SNB 194 Session Setup AndX RequestlUseranommous] |
12 9.026811 140. .44 TCP 194 [TCP Retransmission] 49287 - 445 [PSH, ACK] Seq=138 Ack=118 Win=65!
130.027137 140.] .43 SMB 251 Session Setup AndX Response
140.027141 140. .43 TCP 251 [TCP Retransmission] 445 -» 49287 [PSH, ACK] Seq=118 Ack=278 Win=65!
150.047142 140.16° .43 140. .44 SMB 146 Tree Connect AndX Request, Path: \\172.16.99.5\IPC$
16 ©.047145 140. .44 TCP 146 [TCP Retransmission] 49287 - 445 [PSH, ACK] Seq=278 Ack=315 Win=65]
17 ©.047253 140.! .43 SMB 114 Tree Connect AndX Response
180.047257 140. .43 TCP 114 [TCP Retransmission] 445 -» 49287 [PSH, ACK] Seq=315 Ack=370 Win=65]
190.081932 140.] .44 SMB 1138 NT Trans Request, <unknown>
20 0.081935 140. .44 TCP 1138 [TCP Retransmission] 49287 - 445 [PSH, ACK] Seq=370 Ack=375 Wipz85:
21 0.082067 140.% ; 93 NT Trans Response, <unknown (©)>
22 0.082070 140. : 93 [TCP Retransmission] 445 -» 49287 [PSH, ACK] Seg=
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# 5. % 1

[, ZE4HELRS > 1 F &7 2 445portid 4 %
1
THLP
2. &, f‘iﬁ}\ MSSECSVC. exe™t % 2 4 # » 42
gt AR T Y - BEIARS n tasksche exe o

3. mssecsvc. exeit {7DNS & ffE47 o

<,
4., £ %

|

F 3 s gtebie 74 2445 ports ¥
0. REIFAPE» BELASIIL AL -
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M BELZT QAT AL ATRBASMBAEF » A 45 2
.ﬁﬁm}éﬁtm445 portt_/\ ERLAR o 57 5P R 2
WannaCry,/]}’s% 3R (¢ H —*ﬁ T S0 R

1. BB Windows,x soe 445 i 2 3f o

2. Wik Rg B ’H&H’ﬁz\iﬁé:%?;%& e R
?ﬁ:io

3. % * Windows Update p # { &7 \
KB4012215sikF 3 4 #2.5% CRF 5. MS17-010) -
A

4. F,\;J‘ﬁ R {A71
T ZHRGE T T

ﬂ'\\
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