IPE #2228 Serverf 422 HI5R AR

K o ™
ay| ko4
—

Nn
/2




step1:

% TE

IJIIlI

#h

LUTERERELLL

=] 7|\ 2151 :

55 : ifconfig

22 | Pv4Ed | Pvéﬁﬁl

~f ifconfie
Link encap:Ether
i et il11 :li ) 9.
Ineth addr.:
inetb addr:
ineth addr:
UF BEUADLAS
RE packets:
TX packets:
colligi
RX byte;:u
Interrupt.lv

root@dns

fe&(

VLY

2b.

UL 200

R E R AR RS T E L

net HWaddr
[48.1 Becast:163.26.13 S Mask:
8:7had:0:224: 1TT.T¢U1.TUU1364 Scope
- 1ff:fell: T””i ﬂ4 scope:Link
f5ad::1/64 | :Global
MULTICEST HlU.lJUU Hetric: 1
ora:0 dropped:0 overrung:0 frame:0
2:0 dropped:0 overrung:0 carrier:(

1 000
6 GiBY TX

55255

SCC

J =
J s ) )
[P R AP

oy
. |_} l 0

bal

_enelwu R R |
28819 (2 bytes: 2236882347 (225.9 HiB)

sV



step2:4& R IR H

IPv4 & R R

route -n

rootldns:~¥ route -n
cernel IP routing table _ _ )
14 Gateway ;i"“gs: ) _ lags Metric Ref Jze [face

UL 0 255, % i ] | 0 0 eth(
3.26.138.254| 0 H H 0 I[e ) i 0 ethO

IPv6 g B4 1R :
GEEE, IPYIHEER, IPv6H)gatewayifi—EFH E24XIPv6HEER : fffe)
Ip -6 route show dev eth0

etric 256 mtu 1500 adwmes 1440 hoplimit 4294967295
= mtu 1500 advmss 1440 hnpllmlT 4294967295
proto kernel metric 1024 expires Ogec mtu 1500 advnss

M144” anlhuf
__T__i 11t via 2001:288:75ad::fffel metric 1024 expires 2sec mtu 1500 advmss 1440 hoplimit 429

metric 256 expires Zsec mtu 1500 advmss 1440 hoplimit 4294967295



step3: 1% 5 18 B AR 75 2 & L&)

R EE MR HEMABRE RS (port) G B RIEN, 40:
DNS(tcp/udp:53) WWW(tcp:80) FTP(tcp:21) SMTP(tcp:25)%
netstat -It -n(#2£] tcp I8)

root@dns:/etc/bind# netstat -1t -n

fctive Internet connections (only servers)
FI to Recv-(Q Send-Q Local Address

0 0 127.0.0.1:10025

0  00.0.0.C 3¢

0
0
0
0
0
0
0
0
0
: 0
cpb 0 J o
cp 8 () () =20

netstat -lu -n(#%] udp &)

.—+-

l_.
o)
D
D
o)
D
D
o)

—+ —+ —+ + —+ + —+ + + + + +
OO OO OO0 OO OO

._"_‘._‘._"_‘._‘._"_‘._‘._"_‘._‘._"_".

A TATINAIAIAINAINAIAINAININTIA I I o
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step4:#E & DNSEXIE

ES dig
IPv4 1F £ -

root@dng:~# dig @[63.26.138.1 wyw.jses.tn.edun.ty

s o<<sr DG 9.2.4 <<z @163.26.128.1 www. jees.tn.edu. ty
- global optiong: printcmd
- Got answer:

->HEADER<<- opcode: QUERY, status NNEPP@H, id: 16382
L,

;; Tlagz: qr aa rd ra; QUERY: 1, ANSVER: 2, AUTHORITY:
. QUESTION SECTION:

WWW. jees.tn.edu. ty.

AN WEF EIT

+: AUTHORITY SECTION:
jges.tn.edu. ty. 86400

o ADDITIONAL SECTION:
ng. jses.tn.edu. ty. 86400

UL

ADDITIONAL :




4

step4: & & DNSERE

IPv4 [ #% -

root@dns:~F dig @163.26.

; <<z DG 9.2.4 <<x> @163.26.

:: g¢lobal optiong: printcmd

- Vn-T ansyver:

., ->HEADER<<- ¢ DPCH e ':'UEF'T , status : NOERR '_'F id: 55641

- Tl&gﬂ: qr aa rd ra; QUERY: 1, b IS mEP [, ATl TH”FIT’: 1, ADDITIONAL: 2

E TI”N EVTIHN
8. 26 .in-addr.arpa [N

ANSWER SECTION:
38.26.163.in-addr.arpa. 86400 [N

AOTHORITY SECTION:
26,163, in-addr.arpa. 86400 [N




step4: & & DNSERE

IPVGIE fiZ : (3515 IPv6 ZS5ADNSFE#4)
FEBIPV6 K &G, 7] LAEIRFEEDNSEY | Pvéo= & A T ELEN

ot@dns ~fbind# dig |@2001:288:75ad::1 www. jees.tn.edu. ty |[L4L4

9.2.4 <<= @200]1:288:75ad::1 www.jges.tn.edo.ty L44L
2 olobal options: printcmd

. |n-T ANSWer:
1 -==HEADER<<- opcode: QUERY, status: NOERROR, id: 59843

i Tlags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 1, ADDITIONAL: 1

;3 QUESTION SECTION:

SWWW. jses.tn.edu. tw.
abdUl)
86400

- TH”PITT SECTION :
Jtn.edu. tw. 86400

. ITIHNHL SECTION :
dng. jses.tn. Hd11 tw. 36400




step4: 1 & DNSELE

IPv6 Jxz % -

root@dng:/etc/bind# dig @2001:288:75a4::

»o<<x» DiG 9.2.4 << @2001:288:75ad::1

;; ¢lobal options: printcmd

: Got angwer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43462

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;3 QUESTION SECTION:

leg.tnc.edu. tw.
- HUTHDEITYﬁSECTIDN:

4.2.5.7.8.8.2.0.1.0.0.2.1p6.arpa. 3600 IN NS

o ADDITIONAL SECTION:
ng.jsles.tnc.edn.tw. 86400 [N
| Jtnc.edu.tw., 86400 [N




rootldns @~y
PING dng.
64 bytes
64 by

a frﬁm
Trom

.edu.tw
17': _r'f_l 121 ata b f.-'T &

=0 tt1=64 tine=0.0 ng

1CIp

56 data bytes
tt1=255 time=].
time=].

1Cmp_seq=2




step5:E #iR Al 5

AIEIPV6E LR, {F FHpingbis

ping6 AHIPv6

$ pingb -c 3 200
d:/5a4::1(20017:. )
rom 2001:288:75a4::1: icm
rom 2001:288:75a4::1: 1icm

tbuntu@ubuntu: ™% pingb
8:/5a4::111e(20¢
rom 2001:288:75ad::fffe: icm
rom 2007:288: ,
rom 2001:288:75a4::fffe: icm

[
F
(
(
(

ubuntu@ubuntu:~$ pingb

PING 2001:288:7200:1::1(2080

64 bytes from 2001:288:7200

64 bytes from 2001:288:720¢

64 bytes from 2001:288:7200:1::1: 1icm




step6: ER154-17] Ak 5 Ed spamffilter Bl 3

telnet Zf5 5 EM 4 {EE1HE (SMTP) ARFSHIport 25, LIkEH
SMTP E#R %8

ERES tlD'F LLgmail 808 E

o telent = HEIP 25

o ehlo 224X Edspamfilterf i it

e mail from:user@Z2#xX Bmail server
e rptc to:user@gmail.com

e data

e subject:1Z%E

EABENE. ... ...
L) v

« (BA ., ¥ TEnterfi=R)
e quit



step6: &} {4-17] Al g% Ed spamfilter Bl 5l

A AR mail server

IIIIITI"]I Jl___:.\__

TI"lJL—, 163 .

1T.edu. tw

osttix (BZD/GNU)

ESI I _“TTTH PLAITN LOGIHN
Z250-A0TH=FLAIN LOGIN
) 1] SBITHIHNME

Trom:-heal th@mail.

ot kawsing@komall . cow

|@Mﬁu“u

=CFK j:_:- =LF=_.=<=CR==<LF=

my mail Server
Trom m ¥ mal l el VeI

| r

—
o

‘_] O A= N SN
=gl

250 0Ok: gueued
qgu it

221 Bwxe ]
Connection closed by foreign host




step6: B} {4 {7] AR 7=

HlEH spamfilter BB {4 1 ,Jﬁﬂﬂli

root@dns : ~# T

> I net
TI"lu“ lh:. 38

_pimfll

tn.edn.
E SCApe uhiliutcl i 'h]'.
2y ;pamfilfér jges.tn.edn.
chlu mail. tn.edu. ty
EbU-upmeIlth.Javs.tn.edu.
250-STZE 20971520
250-8BITHIME
250 spamnfilter. jses.tn.edu.
ma il fTNM'hHilThMm111.jS%S.
2o <healthimall. jseg.tn.edu
rcpt to:kaws lu_U_m111.uom
2o kawging@emall.com. ..
aata
354 Enter mail, end with ".' on a ]
subject:Tegt relay mail from spamfi
Thizg mail 1g relay trom spamfiltcl

tyw |[ESMTP
tw Hello

AP

tw
tn.edu.
twe. L.

: spamfilter. _es.Tq.edu.tw clos
Connection closed by foreien host.

Clses.tn

SpamSherlock-MHail

[163.26.138.1], pleased to meet wou

Tw
Sender

Recipient ok

in
It

ing

Eld spamfilter;BZ3

cedun.ty 25

tw.

| lter

ok

Le
tel

verv
STy

connection




step6: ER154-17] Ak 5 Ed spamffilter Bl 3

FEFR U AR5

< health test my spamfilter
health (2EEE) - mail from jses.tn.edu.tw



