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= ~ OPEN-VAS L&/~ #B 12K

1.0PEN-VAS #f 2>

OpenVAS X% Open Vulnerability Assessment System(Bg iRz S52LTh A %) RN 2 E A
RN I , A5 FREEEN NS & ES =7 (third-party) &2 AERFER.
K1kt 2 {E (R AR 28 A% U 2 B — 4B 4B & S52L A5 (etwork Vulnerability Tests (NVTs) )3 {&7A1=
In A RS _FRIRTE

OpenVAS j& GNU GPL (GNU General Public License)f] 5 H# %, OpenVAS 3K B Nessus
5TE) , {8 Nessus B —EEH ZEdD , {8 OpenVAS BIFARERB SRS , AT
{ERIFETCER MBI A Nessus fIES 7R (NASL Nessus Attack Scripting Language ).,
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OpenVAS $X88H TEED 3 FT40AL , #F:2H OpenVAS 5131 fT4E
FEH:
OpenVAS-Server:OpenVAS #Z/SER , BIEFREBIZMTRE TR | 111648
K EIETEIEST OpenVAS fAIARZSMTNE , FIL RV ARESNEE BT EIRHE B AR,
A AREs B —{E1R40 -
1. OpenVAS-Libraries: OpenVAS-Server IZNEERTE .,
2. OpenVAS-LibNASL: £ OpenVAS-Server £i“Nessus Attack Scripting
Language” (NASL)F /MR E,
3. OpenVAS-Plugins: G837 % 552/ IME | IEEARARR EFE R
ENRFER AR NSSEERE NMERM.
*  OpenVAS-Client: %] OpenVAS AR5, SEIPIFHAERMBERAER . ETUERIFEIR
#EE—FH ENTRUEHIZ & .
+ openvas RIEA :

Client [6] Server I BfBAfizEK , FHEXE (Config) T{ER f2E#4(Scope)fmhtiiR Z (Report)
IIIF1E Client ¥ , Server #£EFEK , KB ER B IRIESS2LRE B tatwas |, FOAEL
s& plugin FHBAARTE AR

Target Systems

(GNULinux, Windows, sny..) pa—
O OpenVAS
*_‘-\_-‘"‘\N\ \ .;!
OpenVAS Client OpenVAS Server OpenVAS
- I NVT Feed Service
/ Matwork Vulnerabillty OpenVAS
Config Tasts (NVT s ake Plugins) NVT Repository
Scopes Vi
Feports 7
Desktop PC Server
fGHl.!.l'HnEx, Windows) (GNULines) OPEI'I VAS
Your IT Infrastructure Infrastructure
FRENBIE X ¢

1LIREARATEESSRS ? M BEREE 2
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LA RS :

apt-get install openvas-server
TR P

apt-get install openvas-client

FE2 client £ server 7418 2 %18 SSL NFHRE , EELRIEH
openvas-mkcert
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| MEPE MSHE SHEHO IRIBH)

1: {FRERTE

2 AR - BIUEESE AT
3 : TEE TS

4 : HERENS

FEREESHUE : (WL CTRL+D)#AER

MAZIERBERES (REIE =31 : AIRSIRS). EAERS, BAZRS) :
M

accept|/deny ip/mask
default accept|deny
Bian
accept 192.168.1.0/24
accept 192.168.3.0/24
default deny
TENESR  FHZEE 192.168.1.0, 192.168.3.0 % C-Class BERIKIR , HAEAKIEAE,
deny 192.168.1.0/24

default accept

LERESE : 1E4BRK A 192.168.1.0 Z C-Class ABEARIR , HERWAIER.
NRBRBIRBERIEMMNARREGRT Z - AATRUBRIAORY

accept client_ip

default deny
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RitE) OPENVAS
FiE—:
#kill -1 PID(F§ openvasd BT THI1TAEAm )
FiEZ
stepl:sudo su

step2: A ROOT B4\ 1%

/etc/init.d/openvas-server start|stop|restart

BHtATEHY -
step1:3E 37 T k[ (Task)
Task — P New

New:MIAFLAE , NELZFERE "unnamed;
Rename : B T {E27E , BHEZ AR EINGZIEE
Remove : #EZL{EZ FTAM scope(#i[E) , BB ERGHHEDA LR

step2: 237 &5 [E(Scope) :

Scope & —FF L{E(sub-task) , EFR—FEEIZEENIFN , HAZETURARSHF
B TEANR. R AT UBREIA. AR scope (JABEREHERE. EiFMHTTRER
e —ERHNRE.

BT 1 (Execute)E 7 EH#E open vas A RZFEF , Scope X EFNAILBITHRAE

BTG © (New)FIE—1E unnamed , FIEANERRAE O] A B4 Global Setting 3R

e

N

B4 : (Rename)::Z X & T8

% : (Remove):F5FRTERE scope MBS AR EE

%2 T {E[&(Move to task):#§ scope Z &G — L EEHBE| B — L=

B RX(Open): AT ABARR—1E scope tERZEFE —T 1ElE |, HiRIZ2 B S HEZ.
ATAHE 3 — scope 7 , BRI A B

{#1F(Save):{#1F scope ;X EFE
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File View Task - Report Extras Help

Execute

MNew igh Medium

120.115.3

mywork?2

step3:JE HEEGE

E&ZE : Authentication

& Open-vas client J#3#%%I] OpenVas Server B34 7 BIEX ] B plugin KBITLZ L TR0 ,
OpenVas-Client 2.0.0 1 5e¥5E A IR NVT 704 iR 25 iin R 353N
OpenVas-Client 7] ABIE Z A EHAARES | Al

REF—1F scope ] AR E HEEAR. File View Task Scope Report Extras
HEEAR : FrREEPR K Execute BGE A TE

@ 0 Sz
—BHIaE Hi 3R '
T ] =3

MName
A AR

|’T‘ Connect to OpenVAS Server
OpenVAS Server
Hostname:E{EF [{] OpenVas {A) flRg§z | Hostname: il
|120.115.3.43 | |9390 + | Default

FHEBTBEE P
Authentication

*  Port:OpenVas {AfR#E % port JFANE | Logn
87 9300 , ATV default BTeEE | | |
Wfﬁ’fﬁ Password: |

escceee
* Login:*$% OpenVas {8 R#5fF A& Z Ik
% , #E Z 7E OpenVas AR5 W2 EH
_,ﬂil ||],El;.ﬁ Trusted CA:
’ |cacer‘t.pem ||5elect...|
Password:[G]_E 2 {F FI & %0
* Authentication by Certificate:
R W\ BB —E key/certificate , T OpenVas {7
RS EIRE VB M{EFEZR User Certificate

Authentication by certificate

Cancel | OK
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File £ User Key File , ‘EIRE ] DA E N AEISESE—1E key , 20 User Key File FF
B , BTRATEEHE OpenVas {7 BR 25 5 BI| T2 N\ 205,

R ih .
Step4:3% XE EAZEH -
[
He Ylew Task Scape Report Help
Scope: Webgeryer (Task: Inftech Inc.]
Bh@eed P _
Comments Optunns| |
Mame Low |Medium [High )
e | | | u &) General Target selection
S oon henos L ﬂPIugins Target(sl: |wWW.exarr|ple.-:Drn| Read file..,
= Initech Inc. [ Perfo — transt
i erform a zone transfer
Mailserver El BZ] Credentials
@ﬁccess Rules
[ Prefs,
&
| JCennection; jan@tomatod rgb: 1243 sl |
i A .
EAZFEREIERE

Target(s) : OpenVAS AR5 FTEIFHER , "IKE—HEZ A TMH.

AN : “hostl,host2”

—TBIFIRREIEAN : “fileysome/where/targetlist.ixt” , RIFEHEZRFIZRAEIN.

Read from file : f¢AE3PEEEN , TMEAFHZ FIDUEZSR SR , SES—1TRR~—TH
Perform a DNS Zone transfer : OpenVAS {a][R2$8\1T AXFR E3K ([&18, ZONE &) Z B
#2 DNS Hi43 DNS EAZEIE A I | REBMHE— & TR,

A Lo

192.168.1.0/24 :FRINFE{EABEL
e {FFH scan Assistant:
{# A scan ¥ 2= BENE T /& E |, B PELSER

file — scan assistent
HER— 1 BT task
HER B3I scope
HER= B BEEEH


file:///some/where/targetlist.txt
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SR : BT
; Scan Assistant m

Step 1: Taskl Step 2: Scope | Step 3: Targets Step 4: Executel

You are now ready to start the scan.

When clicking on "Execute”, the connection dialog will appear.
You have to choose a Nessus Server which can reach the targets
you have specified in the previous step.

Mote: You need to have an account on this server. Contact your
system administrator if you don't have one yet.

The scan progress window will inform you about the current
status and allows you to stop scanning a single host or abort
the whole scan.

To repeat this scan, select the scope which will be created now,
and choose "Execute" from the toolbar or the "Scope" menu.
Each scan will create a separate new report under the current Scope.

Back Cancel

@ ~ OPEN-VAS 7 34 J& F

« WMAIFEEIFH . BUAN{H XSS B2 SQL Injection

. IE‘ = Filter plugins... Dm
stepl.%ﬁﬁﬁﬂ??ﬁﬁ H Filter plugins...
-Scope: eeeee (Task: testself) Pattern: IXSS|
Comments Options | Heportl
. ~Plugin selection Filter on:
MName
Credentials RETTEE
@ Target selection Apple Safari "javascript: URI" XSS Vulnerability - Sep09 |:| [}escnpﬂon
@ s Rules Firefox Web Browser FTP Client XSS Vulnerability (Linux |:|
— — Summa
[ i o ry
& Prefs.
; Q KB 23325 plugins; 1 enabled [1 Author
: Filter matches 180 plugins Filter... | D 1D number
Enabl ] Disabl Il
nable al | isable a I:I Category
Expand all | Collapse all |
O cvE
Dependencies: Enable at runtime Silent
o
Automatically enable new plugins BID
Global NVT Timeout (sec): |32D E I:I XREF
Cancel OK

step2:334# XSS plugin
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step3:BH A XSS i plugin

Scope: eeeee (Task: testself)

Credentials

@ Target selection
@ Access Rules

[ Prefs.
|| w8

Comments Options | Report |

Plugin selection
REIE il T ——
pple Safari 'javascript: URI' XSS Vulnerability - Sep
ox Web Browser FTP Client XSS Vulnerability [Li
[T | |
23325 plugins
Filter matches 180 plugins Filter...
Enable all | Disable all
Expand all | Collapse all
Dependencies: [¥] Enable at runtime Silent
Automatically enable new plugins
Global NVT Timeout (sec): |320 E

step4 : EUAH (A3 Enable all)

K

ﬂ General

Credentials
@ Target selection
@ Access Rules
% Prefs.

)| w6

Scope: eeeee (Task: testself)

Comments Options | Report |

Plugin selection

|Warning |W
Kl [+
23325 plugins; 180 enabled
Filter matches 180 plugins Filter...
Enable all Disable all
Expand all | Collapse all
Dependencies: [] Enable at runtime Silent
Automatically enable new plugins
Global NVT Timeout (sec): |320 E

step5 : @it

- EEIRHOEE « NERIBRATEA 255)
step1:5% 7 (4N T &)

step2: I TR

17
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‘Scope: unnamed scope (Task: testself)

Comments Options | Report

Target s tarrT
B Plugins Targs@,llﬁ‘&ﬂ@ Read file...

Credentials [ Perform a DNS zone transfer

OH Target selection

@] Access Rules

P Prefs.
% «s

o step3:¥RFREL

Summary

S
=3
w
o
@
=
Q
=
2
=
n
w
5
=l

ostname

20.115.3.13 guialol Elelol)
20.115.3.11 pukalel Elelol0)
20.115.3.9 %
20.115.3.15 guielalbia =i
20.115.3.12 pulalol A Ilelol
20.115.3.1 %

20.115.3.17 EuEeilil ool

57° THREE " 26 EE

20.115.3.18 puislol Ilelol)
20.115.3.19 IR PR
20.115.3.0 A Rl
20.115.3.8 %

20.115.3.4 16 %

20.115.3.10 % | %
20.115.3.3 19 % | %

" HEEEEE"EE

JooooooDoooooon

N 118 2R .;7@!. E’.

£

O

[

1+

Stop the whole test

[+

This report gives details on hosts that were tested and issues that were found. Please follow the recommended steps and

procedures to eradicate these threats

Scan started at: Thu Jan 12 18:12:58 2012
Scan fimshed at Thu Jan 12 18:18:35 2012

Haost Passible [ssues Holes
12011530 Securty notels) found ]
120.115.3.1 Secunty noteis) found 0
12001532 Security hole(s) found 4
12011533 Security noteis) found 0
12011534 Secunty notels) found 0
1201535 Security noteis) found 0
12011536 Security notel(s) found 0
12011537 Securty notels) found 1]
120.115.3.8 Security note(s) found ]
0

12011539 Security note(s) found

© TEEZ A TR

step1 2T EMAE , 40T -
120.115.3.200

120.115.3.186

120.116.3.31

120.115.3.28

step2:target section %1% Read Files

Wamings

U= = = = = = =T I = = =

Motes

=== LA

EF
:

18
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Scope: unnamed scope (Task: unnamed task)

Comments Options ‘ Report |
-|[%] ceneral
mk Plugins
Credentia

get selection

(s): |ri|e:/tmp/scan_host,tx Read file...

& prefs.
|| & 8

step3:BAIAIFIH

D scanning network from 120.115.3.43 D D |:|

‘ Hostname ‘ Portscan ‘ Checks ‘ St

2 120.115.3.186 B [0
£ 120.115.3.200
£1201153.28 [ 7%
2120116331 [

AR

Stop the whole test

* plugin [ ({EAFENRE]D)
#H{T openvas-nvt-sync

0T 'rl i I_'| -T I"Ifll:_] h i . _.".hl"l'l I"_-".['I i IZ_]]I |_|"|-: dare I"I['II"TI'--'.1 S-AVT-5YSNL

fas-nvt-syne

|_-'..I"I['Il'r|" 1S -y

lare/man/mans,

ro0t@pig-rongshi _:h”.ﬂ;p?qn [
- IEMHERZE
FHEBREZRAME | (A]RLERH/etc/openvas/openvasd.users)
EIN{ERE

openvas-adduser

AERERTATE
/var/lib/openvas/users B % |~ &%

root@pig-rongshi:/var/lib/openvas/usersf 1s

root@pig-rongshi:/var/lib/openvas/usersé D

19



Open VAS :#3& 20

MR A

openvas-rmuser

E'J‘%‘E’?F‘nﬁ%ﬂﬂ']ﬁ%ﬂﬂﬁ—@}%% ?

roo 1| ig-rongs I|1 'lib/openv ers# openvas-rmuser
shin/openvas-rmuser: 77: @: not found

ogin to remove

oldman

user removed.

root@pig-rongshi:, lib/openv

root@pig-rongshi:, "lib/openy

o MAERRAIRTE
EEAUE==
RAERRE -

- ARRESRAERE : CERERERRS L , 232 EE ERKER
#). {£fE/etc/openvas/openvasd.rules

R
accept|deny ip/mask & default accept|deny

EAX EMAGEN , (BEMmHEEMRIEHHL T

= e

These hosts could not be tested
because you are not allowed to do so:
localhost

- fAfREREAERR  FEEAE—FRE  WRAREZERSE I
FEMNFERPMERE , Hi&EHETF1E/var/lib/openvas/users/yyy/auth

BHUE rules 153
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o ERREARRERE : (REREHER)
IanFE4E{E A yyy #%H# 120.115.3.36 ,

Scope: unnamed scope (Task: unnamed task)

Comments Options

Report |
%] ceneral

User
BE Plugins Targd 20 115.3.36  Add rule
Credentials

Rules
@ Target selection

@ Server rules (priority over user rules): can not be shown
Serverside user rules (priority over clientside user rules)
¥ Prefs.
Clientside user rules
&

1% F TAdd rules {ZHIIEA

User Access Rules

Action: deny v ‘Target: F20,115,3,36 Add rule

Rules

Server rules (priority over user rules): can not be shown

Serverside user rules (priority over clientside user rules)

= Clientside user rules

deny 120.115.3.36

Eﬁfﬁﬁiﬁﬁ ;

1SR4 33 birdman Z3K R 514 120.115.3.43 B R AERR 120.115.3.31
FTRLGRERE

FH4{EIARES : accept

AR 25m{FE &  (#£ birdman ;%€ rules)
accept 120.115.3.43
default deny
& FinfE AR AEE:
accept target:120.115.3.31
default deny

o HOTFHIBNEEITERT
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stepl:BHRY KB

-Scope: unnamed scope (Task: testself)

Comments Optionslﬂepnrtl
General
Q Plugins (

Credentials

Enable KB saving

O Test all hosts

@ Target selection
< Only test hosts that have been tested in t@
S —

@ Access Rules

O Only test hosts that have never been tested in the past

Reuse the knowledge bases about the hosts for the test

[ Do not execute scanners that have already been executed

[J Do not execute info gathering plugins that have already been
[J Do not execute attack plugins that have already been execute

[J Do not execute DoS plugins that have already been executed

Max age of a saved KB (in secs) |BG64000

step2:3% AE &1

step3: 1 TIRHE

[FIIERE AT E R AT IR R A AR IBIESE 3 1R
stepl :

-Scope: unnamed scope (Task: testself)

Comments Options | Report: |

General -OpenVAS Knowledge Base
Q Plugins Enable KB saving

Credentials QO Test all hosts

@ Target selection

O Only test ho! in_the past
@ Access Rules
9 Prefs < ® Only test hosts that have never been tested in the past
: B
m Reuse the knowledge bases about the hosts for the test

[J Do not execute scanners that have already been executed

[J Do not execute info gathering plugins that have already been
[ Do not execute attack plugins that have already been execute

[ Do not execute DoS plugins that have already been executed

Max age of a saved KB (in secs) |864000

step2 : 5XE
step3 : BRRUFHH
* JFH SSH 8 SMB(IFHIRFARFFZE L SSH 5 SMB 2 ZHSE N E
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WioF  HERERS , (BSCE 2

BAR EREE S OpenVAS {AIflgs , A REMERE

RS AARET.

23

, JRA SSH 8% SMB

File View Task Scope Report Extras Help

e [ @ == <1 a2

| ign [Medium [Low [P [Log

Name

Global Settings EI
unnamed task
= test2
unnamed scope E [
test3

]

Scope: hostl (Task: my task 1)

Comments Options | Hepurll

Credentials

General
) Plugins

™
M Credentials

SMB Authorization
SSH Authorization

@ Access Rules
& Prefs.
& v8

120.115.3.44 Select SSH Login | ¥ | =
Add ptternl
[ Use per-t;
SSH login name: Irongshi \
password (unsafe!): I...y
e —— [ 1=l

{Connection: pig@120.115.3.43

©  INAEIRBIRNE RIS ERE \SEE

&, DESIEANEEEETIR

1% global Setting:{f{z& E

OpenVAS-Client
File View Task Scope Report Extras Help
T Global Settings
K I —
Name |High|Medium|Low|FP
OpenVAS.S |
lobal Settings Bl e m
unnamed (a8 | Y [esco /T[] pefaut|
- test2 L or
Authentication ct
unnamed scope [ [ Lo ks
test3 r pig
7 [y VLS il ( Password: puri
hast1 <q \ cocseee
eeeeeeee
[ Authentication by certificate 7 el
Trusted CA: —
Inanerl. pem Select |
User Certificate File:
| Select | _
ble
User Key File:
I Select‘..l ler
ec)
e o e




Open VAS :#3&
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1.38 & 47

ERMTTAE , ATRASAE RS .

BEFHTARIRIRNT
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File View Task Scope Report Extras Help

L @ =w <1 &

Name

|High |Medium |Low |FP |Log

Global Settings
= myl
al

v a2

El

El

Report 20120117-095427

0

R = A%

Report for scope: a2 (Task: myl)
Comments |Uptions Reportl

Host/Port/Severity [V I

b M ndl-aas (3128/tcp)

b A http (80/tcp)

b @ ssh (22/tcp)

b ¢ pptp (1723/tcp)

b ¢ ms-wbt-server (3389

b ¢ general/tcp

b ¢ general/icmp

> [ general/IT-Grundschu
domain (53/tcp)

wimdER

Lr [

Scan took place from Tue Jan 17 09:44:56 2012 to Tue Jan 17 09:54:27

Inat connected

E

.« HRERRE
BEEAFERER , A - SRR, Al AwiE SRS . R

A& PDF A3, A F RN EAE T AR 5 R,

F1F Report->Export it # 3% .
o FHEEATER -

Host/Port/Severity

R E A RAARHER I, WE R host 5t , HIXE port , Fx1E & severity,
AMFEIERE , o] DAERRPHEE,

HMARFE=ETD | 2B 2 EHKER ST PUBIEE hosts/ports/severity , & i%%%i%li
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tL7£ file — P Preferencess F{HHHEE

Host/Port /Severity |

M

ki

stepl: BLBITREAER
step2:Report — P Export

MmrE :

/home/rongshi[ ¢| 1
Folders |j Files j
i 100edu_report.odp
- . 100edu_report.ppt
eclipse/ acroread_9.4.2-Onattyl_i3
happy/ ‘ buy.txt
iso/ firefox-9.0.1.tar.bz2
Ikk/ Eln I 3] =
Documents| L New Folderl '@Rename Fllel (X) Delete Fllel
Export Options
Report file format : NBE I = |
Selection: /home/rongshi -
| 4
Cancel | OK I

LEHSVE
2.BETE % FAMLEERIR | B EER
3B A& A E

NBE

XML

HTML

LaTeX

ASCII text

HTML with Pies and Graphs
PDF

A NEHERE

25
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step3: IEFEE MY B ik~ ME R -1ER LT
S 1ESE

EHﬁAi&iEiAtHﬁMT%ﬁE%’WR IMRRABINBIBRAER |, JAERREEFZ .

Connection to OpenVAS Server
[J Automatically connect

Protocol version: 0TP1.0 ¥ |

User interface

[Z]iAuto expand tree elementsi

Order by: Host/Port/Severity ¥ |

Plugin Cache
[ cache plugin information when connecting

Use plugin cache with reports

[ Load plugin cache for scopes immediately

Re|
[ Include plugin details in PDF & ﬁ] iE
[J Show script origin in report window

External Links in HTML/PDF
OpenVAS IDs: [htlp:;’;’mvw.openvas.nrgf?oid:%s

CVE IDs: Ihttp: / /cve.mitre.org /cgi- bin/cvename. cgi ?name=%s-%s-%s

BugTraq IDs: |http:waw.securilylocus.cornfbidf%s

Cancel ”Tl

RE{FAIFER KIS (—FI’T )

Connection to OpenVAS Server
O Automatically connect

Protocol version: 0TP1.0 ¥ |

User interface

[Z]iAuto expand tree elementsi

Order by: Host/Port/Severity ¥ |

Plugin Cache
[ cache plugin information when connecting

Use plugin cache with reports

[ Load plugin cache for scopes immediately

Report
[ Include plugin details in PDF
Show script origin in report window

External Links in HTML/PDF
OpenVAS IDs: [htlp:Hmvw.openvas.argf?oid:%s

CVE IDs: Ihttp: //cve.mitre.org /cgi-bin/cvename. cgi ?name=%s-9%s-%s

BugTraq IDs: |http:waw.securitylocus.corn,.’bidf%s

Cancel | OK |

*  Plug-in Cache(Plug-in RER)
Cache plugin information when connecting :

OpenVAS-Client 1§43 B3 E 51 Scope ZEALMREX , #RFFTH plugin KEM , B
THI=FETh :
LAE[RIE scope M & FEHURE R , KA MDS5 AR 2 F K FTH plugin S35,
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REEHNRERA & THRIEIR , EREZEIARF OpenVas ARSI &34
BT TR

2. B Pin A ARt RS | 5L plugin MERE TR, ATRUERA—

JA plugin 2 #UEERANEL B Bl plugin S ME(TE. EEFTEF N aER A Y
FeE R RAm Y . B AHH plugin AT AEEAAR AT AT A plugin ATRETHRA
REBEEY, BNRITREE L5 |, anRAARERRIBIE "Load

plugin cache for scopes immediately ; J#IH

3AREXAFRELE S —{E Scope @K% megabytes FCiERS , AR THEAE IR
BALLThEE , AR ERIAIFE S OpenVas i€ "nessus_plugin_caches (FEZX
H$% T “.openvas”) , Mk .

* Use plugin cache with reports :

OpenVAS-Client il A\ ff4 Plugin Information Z# & 3 IRH R &
OpenVAS-Client GUI B] AT HH&TRIRE T plugin FIEIEH plugin 288, Ftt
TREGEIGINEAEMAEENMEE. REEEERKRIFFEEY MBELIER , 1R
% EREXHIFEE OpenVas 1€~ Tnessus_plugin_caches (fEZXB$% T
“.openvas”) , fif&z .

* Load plugin cache for scopes immediately :
HUHLINEERE 24 OpenVAS-Client JEENRFEIL B ENE A Scope tREX , BIZEE

JREVH plugin £ plugin 28 , A1REVETNEERIFETR T Cache plugin information
when connectings ZBFIK , FEBLEX Scope Hifﬁﬁ'ﬁi]\%ﬁﬂ‘]nﬂ =he.

=1 Preferences B
User interface Connection to OpenVAS Server
Auto expand tree elements [ Automatically connect
Order by: Host/Port/Severity | ¥ | | Protocol version: 0TP1.0 =
Plugin Cache

[ Cache plugin information when connecting
Use plugin cache with reports

[ Load plugin cache for scopes immediately

Report
Include plugin details in PDF.

] Show script origin in report window

External Links in HTML/PDF

OpenVAS IDs: |mtp://mmnpenva&orgf?oid:%s

CVE IDs: |hltp://cve‘mitre‘org/cgi-bin/cvename,cgi?name:%s-%s-%s

BugTraq IDs: |hltn://wmv,securityfocus.comfbid/%s

Cancel | OK
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2.3 & Pk
«

Summary

This report gives details on hosts that were tested and issues that were found. Please follow the recommended steps and
procedures to eradicare the se threats,

Scan started ar: Thu Sep 20 11:41:04 2011 Rz SR

Scan finished at: Thu Sep 20 11:538:25 2011 3

- |
o
1 q 2
LEZFH
2: R IRSHE,

3:78%A : Holes(55%kL). Warnings(245). Notes(jEE)

28
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= BEERRS

Reports per Host

120.115.3.33

Scan of this host started at: Thu Sep 20 11:41:04 2011
Scan of this host finished at: Thu Sep 29 11:53:23 2011

Service (Part)
T i% !L'ECI:H
epmap (135 ep)

nethios-san (1 3% op)

hetps (443 rep)

microsofi-ds (445 cp

mysgl {3306/ tcp)
ms-wht-sarver (3380/tcp)

sxh 111![-:-]:] E:ﬁ Eﬂ P

Jos-ps (13

A 5
unknown (491534
unkoown (4915400
unknown (491 56/cp)
unkmown (491087
rene rallSMBC Lent
general/CPE-T

DrtsE

Lo ey |

= SR

Issue regarding port
Security holeis) found
Securnity warningl=s) found
Security noteis) found

M Information

Securnty note(s) found
Security noteis) found
Security noteis) found
Security warningl=s) found
Mo Infommaton

Secunty warningl =) [ounsd
Secunty notels) lowmd
Security notels) found
Secunty notels) found
Secunty notels) [ownd
Security notels) found
Security notels) found

Mo [nformarion

IR 557

29
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120.115.3.33 - http (80/tcp)

Voiy 99

Overview:
PHP's xmlrpc extension library is prone to multiple denial-of-
service vulnerabilities because it fails to properly handle crafted

XML-RPC requests.

Ex ploiting these issues allows remote attackers to cause denial-of-
service conditions in the context of an application using the
vulnerable library.

bl
2 EATR
PHP 5.3.1 is vulnerable; other versions may also hgjjfiiﬂ“ﬁ

References:

httpd! 1ma11nk mane.ors/ mane. comp. security. oss. ceneral/ 2673
hetpetiwww php.net/
2Z 4

CRlsk factor : Medium 2> [g3|, g S 45

CVE: ﬂ".l#.&l][l (130
RIT) - 38708

Warning

Overview:

According to its version number, the remote version of the Apache
mod_perl module i prone to a cross-site scripting valnerability
because 1t fuls to sufficiently samitize user-supplied data.

An attacker may leverage this issue o execute arbitrary scrpt code
in the brow ser of an unsuspecting user in the context of the
affected site, This may allow the attacker o steal cookie-based
authentication credentials and o launch other sttacks.

luticn: ﬁg:ﬂz:i
e vendaor has released a fix through the SVN e pository. / !

= also:

Risk facror : Medium

CVE : CVE-2000-0706 24t
= n

BID : 34383

OlD: 13614125623 1.0, 100]30
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Fix: -
Upgrade to PHP version 3.2.6 or above, fl%-ﬂ:— % -‘%-
http:/fwww.php.net/downloads.php

References:

hitp//pere org/changelog.txt
http://www.phpnet/Changelog-5 php
hitp:/ifwiki.rpath.comiwiky Advisories:rPSA-2008-0176

o e s O

CVSS Score:

CVSS Base Score : 9.0 (AV:N/AC:L/AwNR/C:P/T:PrA:C)

CVSS Temporal Score : 7.0

Risk factor; Critical

CVE : CVE-2008-2050, CVE-2008-2051, CVE-2007-4850, CVE-2008-05099, CVE-2008-0674
BID: 20009, 27413, 27786

AR A
1. H B ERE (AL B 30R)

Overview: The host is running PHP and is prone to Buffer Overflow )]%31.}.

vulnerability.

Vulnerability [nsight:| ‘&% - ‘g- 5

The flaw is due to error in '_gdGetColors' nct'i%:i J‘%é?gg%which fails to
check certain colorsTotal structure member, whicn can be exploited to cause
buffer overflow or buffer over-read attacks via a crafted GD file.

Impact: 1’@ #
Successful exploitation could allow attackers to potentially compromise a
vulnerable system.

Impact Level: System \ o7 ‘gé_t -E% 5

Affected Software/O5S: A -
PHP version 53.2.x to 5.2.11 and 5.3.0 on Linux. -'%/ % é ﬁ

Fix: Apply patches from SVN repository,
htto/ | vi Niew=revision&revision=289557

LR 23

NOTE: Ignore this warning if patch is already applied.

EEE S
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Fix: Apply patches from SVN repository, fl% aE ;@Q %
- g == 'l'll 1. —_

v v ve view=rev

EE L2

NOTE: Ignore this warning if patch is already applied.

EES S

References:
http://secunia.com/advisories/37 080/
v a]] visories 2
- y - v

CVSS Score: £ KI5 F 8
7.5 (AV:N/ACIL/AwNR/C: P/L:P/A:P)

2 EERARALE)

Warning

Overview:

PHP is prone to multiple security vulnerabilities. Successful
exploits could allow an attacker to cause a denial-of-service
condition. An unspecified issue with an unknown impact was also
reported.

These 1ssues affect PHP 5.2.8 and prior versions.

Solution:
The vendor has released PHP 5.2.9 to address these 1ssues. Please

see httpyfwww.php.pet/ fore more information.

See also

Risk factor : Medium

CVE: CVE-2000-127]

BID : 33927
OID:136141.25623 10100146

32
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BAEENEE AFRIM —EHRELE

Informational

phpMy Admin 15 running at this Host.

phpMy Admin is a free software tool written in PHP intended to handle
the admimistration of MySOQL over the World Wide Web.

Risk factor : None
phpMy Admin was detected on the remote host in the following directory(s)

phpMy Admin (Ver. 2.10.3) under /phpmyadmin. (Not protected by Username/Password).
phpMyAdmin (Ver. 2.10.3) under /phpMy Admin. (Not protected by Username/Password).

OID : 1.3.6.1.4.1.25623.1.0.900129

- IRERGNERS

Appendix: NVT Information

48 B
NVTﬁ:&EiEL 1.25623.1.0.900238» Checks for open tcp ports
_ A% Y R A A g

-J-'f"]
L 9|

igned by = unknown signatur: ﬁ_ﬁ
Description
L

Overview: This plugin checks for open tcp ports and reports
the opened ports as well as sets them into the KB.
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